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Most Council meetings are open to the public and press. The space for
the public and press will be made available on a first come first served
basis. Agendas are available to view five working days prior to the
meeting date and the Council aims to publish Minutes within five working
days of the meeting. Meeting papers can be provided, on request, in large
print, in Braille, or on disc, tape, or in other languages.

This meeting will be filmed by the Council for live and/or subsequent
broadcast on the Council’s website. The whole of the meeting will be
filmed, except where there are confidential or exempt items, and the
footage will be on the website for up to 24 months (the Council retains
one full year of recordings and the relevant proportion of the current
Municipal Year). The Council will seek to avoid/minimise footage of
members of the public in attendance at, or participating in, the meeting.
In addition, the Council is obliged by law to allow members of the public
to take photographs, film, audio record and report on the proceedings at
public meetings. The Council will only seek to prevent this should it be
undertaken in a disruptive or otherwise inappropriate manner.

If you have any queries regarding webcasting or the recording of
meetings by the public, please contact lan Ford Email:
iford@tendringdc.gov.uk or Telephone on 01255 686584

DATE OF PUBLICATION: Thursday, 16 February 2023
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AGENDA

Matters Referred to the Cabinet by a Committee - Reference from the Resources
and Services Overview & Scrutiny Committee - A.6 - Scrutiny of Cyber Security for

the Council (Pages 1 - 2)

To enable the Cabinet to consider the Corporate Finance & Governance Portfolio
Holder's response to the recommendations submitted to it by the Resources and
Services Overview & Scrutiny Committee following the scrutiny of the Council’s cyber
security by the Task and Finish Working Group on Cyber Security.



Date of the Next Scheduled Meeting

The next scheduled meeting of the Cabinet is to be held in the Committee Room - Town
Hall, Station Road, Clacton-on-Sea, CO15 1SE at 10.30 am on Friday, 17 March 2023.

Information for Visitors

FIRE EVACUATION PROCEDURE

There is no alarm test scheduled for this meeting. In the event of an alarm sounding, please

calmly make your way out of any of the fire exits in the room and follow the exit signs out of the
building.

Please heed the instructions given by any member of staff and they will assist you in leaving the
building and direct you to the assembly point.

Please do not re-enter the building until you are advised it is safe to do so by the relevant member
of staff.

Your calmness and assistance is greatly appreciated.




Agenda Item 11

Portfolio Holder Comments

| would like to thank the Committee for the work it has undertaken in setting up the
task and finish group chaired by ClIr Clifton, who looked at the various aspects and
complexities of cyber security in a relatively short period of time.

In respect of the recommendations a) to g), they reflect a pragmatic and reasonable
approach to supporting the Council’s cyber security arrangements, so | am therefore
supportive of taking the various activities forward in 2023/24.

Recommendations h) to j) of the Resources and Services Overview and Scrutiny
Committee will be presented for consideration at Full Council on 2 March 2023.

In respect of recommendation h), this reflects the position | have mentioned on a
number of occasions over recent months. | appreciate the frustration that many
Members have previously expressed, but | believe that the risk of continuing with the
forwarding of emails to personal emails account is too great for various reasons, not
least because of UK Data Protection legislation compliance, but also recognising
freedom of information issues that have been highlighted by the ICO. Not only that,
but the world of cyber security will keep evolving and there will be adverse
consequences if we continued with current practices. We therefore need to remain
alert to both current and future risks.

Furthermore, if a breach was to take place the Council would be potentially liable to
hefty fines by the ICO.

| note that the following 4 options relating to how Members can access their Tendring
District Council emails that were considered by the task and finish group:

1. Use of council managed laptops only

2. All members be provided with a Council managed smart phone
3. Introduce a ‘Bring Your Own Device’ Service Framework

4. A Member web ‘portal’ app

Whilst acknowledging the Committee’s practical recommendation of the provision of
Council managed smartphones, in striking a pragmatic balance along with recognising
how Members are increasingly reliant upon flexible access to their emails to effectively
undertake their role as a Councillor, | would be supportive of exploring Option 4 above
in more detail as a possible alternative. Although the provision of a mobile phone would
provide a practical solution, | understand the frustration of some members where they
are juggling more than one email account to reflect their ‘political’ roles with that of a
being a ward Councillor along with trying to undertaking that role efficiently. The
responsibilities of Portfolio Holders giving direction and making decisions within their
individual areas has also been taken into account.

In recognition of the above, | am therefore proposing that Officers also explore in more
detail the option of a Members’ ‘portal’ as a flexible way for Members’ to continue to
use their own devices to access their Tendring District email account.

Following the Council’'s consideration of the associated report at their meeting on 22
November 2022, the following resolution was agreed:
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‘the implementation of any and all changes required be planned for no later than 1st
April 2023 in readiness for the commencement of the new Council, following the
elections in 2023 and that the new Councillors be given the training’

My proposed approach will have an impact on the above, which is addressed in the
recommendations to Full Council on 2 March 2023 that are set out below.

Recommendations to Cabinet

It is recommended that:

a) the Resources and Services Overview and Scrutiny Committee be thanked for
the work they have undertaken and specifically the members who participated
in the associated task and finish group, chaired by Clir Clifton;

b) the Committee’s recommendations a) to g) are agreed and Officers be
requested to undertake the associated activities as soon as practicable in
2023/24 in consultation with the Portfolio Holder for Corporate Finance and
Governance;

in respect of the Committee’s recommendations h) to i), it is recommended to
Full Council that:

1)

ii)

although it is recognised that the provision of mobile phones would
provide a practical solution to enable Members to access their Tendring
email accounts, Officers be requested to also explore the alternative
option of a Members ‘portal’ before a final decision can be considered;

subject to ci) above, a further report be presented to Cabinet as early as
practicable in 2023/24 that sets out the outcome from the proposed
review of the Members’ portal’ option and recommendations are
presented back to a future meeting of Full Council;

subject to ci) and cii) above, Full Council continues to acknowledge that
the ongoing risk to the Council, in acting as Data Controller, could
potentially be in breach of the Data Protection Act 2018 remains, whilst
the auto-forwarding of Councillor emails practice continues; and

whilst the work in ci) and cii) is ongoing, all Members elected in May

2023 are advised of this and the Council’s Information Governance
requirements through their induction programme.
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